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Introduction

The Portable Document Form@DF) is one of the most commdacument fileformats wsed

in industry, academia and governmemDFcomprisesa significantcomponent offiles onthe
internet (see“PDF's Popularity Onlife For nontechnical users, PCifes may seem
straightforwad and largely reliable. However, in practice, RIS presenta rich set of

challenges for toolthat extracttext to enable search or otharatural language processing

tasks The goal of thiarticleis to offer a general overview of some of the challenges in
extracting text fromPDFs fotechnicallyoriented peoplewho may be new to PDBpecifically,
this paper iIis intended for those ,developegsorocess P
develgpment teams withdo not have control over the generation of the PDFs they are
processingFor those who are able to influence how the PDFs they process are generated, we
encourage focusing on the final section of tarscle.

Text extraction is a crit&d precursor component of information retrieval syste(aee“Reliable

Electronic TexXt.)When text extraction fails, users cannot find the documeartsontentthey

need. Tle text extractioncomponent of search systems is often overlooked hope to use

thisarticletoi mpr ove the state of the practice for ir
PDF files.

We use the term$PDF writet and"PDF readérto distinguish softwargackages that
generatePDFs from those thaender or otherwise extract information from PDE3oviously,
many applications do both, such as tools that allow editing of PDFs.

Il n the foll owing, we use t ext tgmzeasef er t o t
“primary page text,” incl udi mherehre ahtreprecesof f oot e
text that may also be stored in PDFs that may or may not be rendered on the page or extracted

by PDF readers, includingmong othersannotations, bo&@marks, optional content, alternative

text and layer namesGiven the scope of this article, we focus on extracting the primary page

text.

We begin with a brief history of PDF, offer a brief overview of PDF file structure and then offer a
deep dive of hav text may be stored in PDR&/e then turn to potential challenges with

extracting text from PDFs before ending on a note of hope for ongoing improvements for the
format.

BriefHistory

The PDF format was developed by Adéhein the 19909see:"History of PDFand“Who
Created PDF.)Theprimarygoal was to enable a consistent presentation of awhoent across
platforms,operating systemand applicationsThe format was based on the Postscript
language which was initially developed to define page elemeéotsdriving laser printerdt
took a number of years for theDFormat to take off(see:*Why the PDF is Secretly the
World's Most Important File Format)in.2007, the PDF format was released to the



https://www.pdfa.org/pdfs-popularity-online/
https://www.mitre.org/sites/default/files/pdf/11_0690.pdf
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International Organization faétandardizatior{lSO) The first ISO specification was published in
2008(ISO 320041:2009 and an extensive update for PDF 2.0 was publishad 2017 (1SO
3200062:2017) with arevisionin 2020(1SO 32002:2020.

While Adobe has remained a key source for PDF writers and readiéngtie AdobeAcrobat
and Acrobat Readepplicationg, numerous other commercial and opaource projecthave
alsodeveloped writers and readersll PDF writetools vary in their adherence to the
specification, making it challenging to ensure ttdterent PDF reads will interpret the same
information in the same way.

Mainstreamtools for verifying adherence to the specificatimetlude Adobe's Preflight tocand
veraPDRwhich focuses specifically ¢iCF/A, an ISGstandardizedestricted subsebf PDF
designed for archiving and losigrm preservation.

Recently Peter Wyatt has led a revolutionary projeethe Arlington PDF Modetto create an

open access, vendor neutral, specificataerived machingeadable definition of all formally

defined PDF objects and their intr@and interobject relationshipgsee:Wyatt LangSec21.ppf

This project has already identified numerous
Validation Agent (DVA), usedarcomponent oPreflight.More broadly, though, the Arlington

PDF Model will have a transformative effect on the reliability of PDF writers and readers (and

PDF files!) for decades to come because it is so comprehensive and openly and freely available.

Basics of PDBructure

In the following we offer abasicoverview of the underlying structure of a PDWe encourage
the reader to review the specifications for more detadsthisaccount necessarily glosses over
many details.

In the following, ve * used Microsoft Word to create a document that contains a single page
with the text “Hello World!”, and we’'ve saved

A PDF file is composed of a headebpdy (ist of object$, a cross referencéxref)table and a
trailer as shown irFigurel.


https://www.iso.org/standard/51502.html
https://www.iso.org/standard/63534.html
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Header $PDF-1.3

Body
3 0 obj
<< /Filter /FlateDeccde /Length 198 >>
stream

endstream

Endobj

9 0 obj

<< /Type /Catalog /Pages 2 0 R >>
Endobj

xref ;1.
0000000000 65535
0000000292 00000
0000003240 00000
0000000022 00000

=l =T I ]

Trailer << /Size 14

/Root 9 0 R
/Info 13 0 R >>
startxref

12937

$%EOF

Figurel: Example PDF File Structure

Critical parts of a PDF file are stored at the end of the file, and PDF regdesalyread the

trailer and the cross reference (xref) table before deeply processing the body coriféets.

trailer contains the byte offset to the active xref table (byte 1293Figurel) andan indirect
reference to the ddiguweinePDFE dbject referantes téké the fdmd” i n
“Obj ect Number Ge’'n"e,obpstaumeNDunthbgenerationf).

From these components, PDF readers construct a directed graph of the document structure
this graph may include cyclds.Figure2, we show a higlevel overview going from the

Root/ Catalog object down to the ,BhaBagesebijeeg ment .
(2 0 R) will contain an array of Page references or other Pages references.



90
Type->Catalog
Pages->20R

v
20

Type->Pages
Kids->1 0R

v
10
Type->Page
Contents->30R
Resources ->4 0R
Parent->20R
MediaBox [ xy z]

/\

Figure2: Document Structure from Catalog

Text in PDFs

PDFs store threprimarytypes of datathat need to be considered for text extraction: images,
vector graphics andlectronictext. Images include standard image format3PEGamong
others—and, these imagesnay be modifiedas they are renderelly operators in the PDF file,
such as scalingotation, color manipulation, or transparenciésn transparency in PDF, see:
“20 Years of Transparency in PDmages may contain text, as when a paper document is
scannedand the images of the pages astored in the PDR/ector graphicswhichare
composed ofirawing commands, may be useddawtext on a PDF pagseeFigure3, a
vector graphicsased PDF created Gyiman Hausherr fof IKA327Q Finally, PDFs magf
course,containelectronictext. Torender text, PDFs often store embedded font files and
mappings between values in content streams and Unicode character values.

Note that a given PDF page may contain any combination of the three elements: images, vector
graphics and electronictexturh er , “text” may be repOmticglented b
character recognition (OCR) is the only option to generate electronic text from images and

vector graphicsExtracting electronic text as text should be triviabwever, after a brief

examplewe’ | | turn to catalog some of the ways th.
challenging.


https://www.pdfa.org/20-years-of-transparency-in-pdf
https://issues.apache.org/jira/browse/TIKA-3270

What follows is a PDF file embedded as a Form XObject using Apache FOP:

Figure3: Example of Vector Graphics

Extracting text: A Simple Example

In Figure4, we useApachePDFBox s P Ddgddte ¢how the internal structure of the page
objectforpage bf t he fil e we'’' ve . Thespagcontansaanteats an e x a
stream( “ C o n taedmrdasaurtes, including font information and an embeddegeType font

file. Content streams in PDFs are typically compressed through one or more compression
algorithms.



https://pdfbox.apache.org/

|t‘] Page: 1
«)) Contents: (2) [3 0 R]
/ Filter: FlateDecode
84 Length: 198
[ ] MediaBox: (4)
Parent: (4) [2 O R] /T:Pages
Resources: (3) [4 O R]
«) ColorSpace: (1)
[L]Cs1: (2)[50R]
&) Font: (1)
#)TT2: (8)[7 0R] /T:Font /S:TrueType
/ BaseFont: AAAAAC+Calibri
&4 FirstChar: 33
{£)) FontDescriptor: (13) [10 0 R] /T:FontDescriptor
84 LastChar: 41
/ Subtype: TrueType
« ToUnicode: (2) [11 0 R]
/ Filter: FlateDecode
84 Length: 282
/ Type: Font
[ ]widths: (9)
[ ]ProcSet: (2)
g Type: Page

i
5

/
[
[(4

b
by

Figure4: Documat Structure, Page 1

This content stream is compressed with a FlateDecoder. The raw loyté®e stream astored
in the fileare shownin Figure5 and the uncompressesitream is shown ifrigure6.

Encoded (FlateDecode) [

Hex view

X = OEwAé»(¥ t0,, %M HLy?

7 DPA:@ wA 2q$Pa~W 6BJoa%K FFx *+ z&L=hIj*c UE

[3#0
€@zA = cUrUA EIs0D{%" a°Yb 16-2u)]hd- t"(iéqQie "+/U
J?A+E af 3q°3DA j

Figure5: Content Stream as stored in the PDF

The content streanfFigure6) contains the stream operators that draw the text on the screen
As an example of hoowt’he wountetahts ‘theit hn'

BHeEe I

location and scaling/rotationare et vi a t he text mathnamed TT@int m’

thiscase) s s el ec tTe d oy iethelchatabtescode’ ! ° i's written
the “Tj, eomdertaheor the run is ended with

t o
ET’

(0]
t

P
r
(



/Csl cs
0 0 0 sc
q
0.24 0 0 0.24 8.3906 593.7694 cm
BT
50 0 0 50 267.0003 476 Tm
FIT2 1. TF
(). Tj
ET
Q

q
0.24 0 0 0.24 8.3906 593.7694 cm

BT
-4.0E-4 Tc
50 @ 0 50 298.1527 476 Tm
JT12 1. Tf
[ ("#) -1 (#) -1 ($) 1T
ET
Q
Figure6: Page 1's Content streambecompressed

Astute readers will have observed ththe charactercodé ! © i s notGivankhat | et t er
PDF’' s goal is for precise appearance, there I
charactes here, and historically, character codes (or glyph indices) are sufficient to point to the
glyph that is to be rendered.o recover the Unicode value for the character cotleet pag e’
resources contain aoUnicode element for this font that maps the chacters in the stream

to Unicode characterdgure7). $eci fi cally, i mmediately bel ow
states that hexadecimal value 21 (decimal@3aracter ! ) shoul d be mapped 1
value 48 (deci mal 72, character *H’)

S

I n t hel nexdinFRgtfesy, not-B° twhel des bet weemthesehe char
effectively specify xcoordinate adjustments before writing the next charactéfe leave it as an
exercise for the reader to do similar mapping
second text runn Figure6.

«) Font: (1) >> def
#)»TT2: (8)[7 OR] /T:Font /S:True| /CMapName /Adobe-Identity-UCS def
/ BaseFont: AAAAAC+Calibri /CMapType 2 def
84 FirstChar: 33 1 begincodespacerange
€y o <00><FF>
FontDescriptor: (13) [10 O R] endcodespacerange
84 LastChar: 41 9 beginbfrange
/ Subtype: TrueType <21><21><0048>
O FETMOINER | <2<22-<o0ss-
/ Filter: FlateDecode <23><23><006C>
84 Lenath: 282 <24><24><006f>

Figure7: ToUnicode Table

Different PDF readers offer different levelsamicessnto the underlying structure of the PDF.
ApachePDFBoxfor example, groups the two BIET runs into a single string, which can be
accessed programmatically waiteString() . The call towriteString() , includes the
textstringa wel |l as a | i st ophgetobrdinates fgr eashichatap ns” , b a



along with information about direction, scale, rotation and other featui@seach characterin
FigureB, we’ ve computed the mini mtesforthisstringna xi mum x

page=1 text="Hello World! " minX=72.47 maxX=134.62 minY=83.99 maxY=91.57

Figure8: PDFBox's writeString()

With this, we wrap up thisimple example of how electronic text may be stored in a HDE.

key point is that this is a si mpayeof exampl e fo
complexities of storing and extracting text from a PDRhe following section, we catalog

some of themore commorchallenges.

Extracting Electronic Text

Extracting electronic text from PDFs is a notorious challenge for those whanmaiked closely
with the file format. In 2006, Michael Kay wrote the following on the challenges of extracting
text and structure from PDF$How we can convert pdf data into xlFigure9):

Converting PDF to XML is a bit like converting hamburgers into cows. You may
be best off printing it and then scanning the result through a decent OCR
package.

Figure9: Michael Kay on Converting PDF to XML in 2006

In the first subsectionwe” ' | cover some of the challenges w
the next sectionw e '‘cdvdrsome of the highetevel text extraction challengesich as

document segmenting and structural taggivje encour age the ragiceder t o
for FilingDB which identifies similar challenges.

Extracting Electronic TextSome Basic Challenges

First,people generating PDFs may choose to fotbid extraction, either from the entire

docunent or from portionsPDFs may be encrypted or require a password to decrypt the text.

|l f the PDF reader software doesn’ Ruthereewee t he p
when unencrypted, PDFs may contain a permission that forbids extracting text. The text is still
available, and an itonfigured or malicious PDF reader may extract the text, but it is against the
wishes of thepeople or organization who created tHRDFE and most PDF readers will respect

this permissionA technique to prevent the extraction of portions of text is redaction, where

authors or editors of PDFs will use advanced PDF tools to prevent the rendering and the storage

of underlying text from gecific portions of a file.

We turn now to more text specific challeng@&4apping the character in the content stream to a
Unicode character can be a challenge if the PDF and/or the embedded font lacks a
ToUnicode mapping, or if the font is not embedded & corrupt.PDF defined4 standard

Type 1 fonts that do not need to be embedded, but many people want to use fonts beyond
those.One of the solutions for ensuring that files are rendered the same across platforms was


http://lists.xml.org/archives/xml-dev/200607/msg00509.html
https://filingdb.com/b/pdf-text-extraction

to embedfonts outside of the 14 stadard fontsinsidethe PDF fileThe drawback is that some
font files can be quite largeand if a PDF file contains many fonts, most of it would be taken up
with embedded font files. SomDRFwriters optimize fonts by storing partial font files that

contain information only for the characters/glyphs used in the PDF@itaerwriters simply
don’t store the font files and “hope” that th
Depending on the font type, some font files may include mappings fromactexs to Unicode
charactersFurther, font widths and heights are critical for reconstructing spaces and new lines
as we discuss belowhen PDF readers have problems with embedaedd they typically
fallback tofonts stored on the machine on whichist operating; this can lead to different text
extracted based on different font information on different operating systemsdividual
machines

To give a concrete example of missing Unicode
2002 _Ogura_1 web.pdTo a sighted human, thiseasily readabl¢Figurel0).

Constrained Least Squares Linear Spectral Unmixture by
the Hybrid Steepest Descent Method

Nobuhiko Ogura” and Isao Yamada™

1 Introduction

A closed polyhedron is the intersection of finite number of closed hall spaces, i.e., the set
of points satisfying finite number of linear inequalities, and is widely used as a constraint
in various application, for example specifications or constraints in signal processing or
estimation problems, resource restrictions in financial applications and feasible sets of
probability distributions. By the progress of the convex analysis and the fixed point
theory of nonexpansive mapping, a number of convex projection based algorithms are
pl()p()‘a(‘d (for ex: ﬂnplo Buh(hko et 11 1997 Combettes, 1993; Ynntdtot al, 1998~ 2(](]2]
FigurelO: Ogura and Yamad4Constrained Least Squares Linear Unmixture by the Hybrld Steepest Descentdvithothe
Visible/Infrared Imaging Spectromet&\(IRIS) Workshop Proceedings. 2002.

The first sign to a human that something is amiss with the underlying text, though, comes when
attempting to highlight *“Introduction,” and t
content (Figurell). This is with Adobe Acrobat Reader DC.

Constrained Least Squares Linear Spectral Unmixture by
the Hybrid Steepest Descent Method

Nobuhiko Ogura” and Isao Yamada™

1 Introduction

A closed polyhedron is the intersection of finite number of closed half spaces, i.e., the set
of points satisfying finite number of linear inequalities, and is widely used as a (()n\‘traint
in various application. for example \])((iﬁ(dri()ll\ or constraints in signal processing or
estimation pml)](mx resource restrictions in ﬁlmn(m] applic (m(m\ (m(l fe rl\ll)]( \(t\ of

HE3 KOS O THOSE. 1 =1 s | e L1

FlgurellOguraandYamada'uuSYLJu u2 I)\EIKfAEIKu qLYuNERdzOu)\ZY& Ay |

When the user copgand pastes that highlighted section into a text file, the trouble becomes
clearer Figurel2).
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https://aviris.jpl.nasa.gov/proceedings/workshops/02_docs/2002_Ogura_1_web.pdf

RS.TVUIWNXMY[Z\T |*"WS
5K'bq\adfycSKSK<>ICEnedloFgl thICBz5 locji<plC:;q
ied<pF;E;A"@{5KEkr;E;<>Im<

Figurel2: Ogura and YamadaText Copied and Pasted for "Introduction”

When we rumpdftotext (a commandine tool used commonly in information retrieval systems
to extract text from PDFsyve receive text of similaguality as when we manually copied and
pasted the texfrom Adobe Acrobat Reader DBote that the text that would be processed by
a search system or any other natural language processing system is completely U=glass (
13).

I"#%$& (') *,+-)."/ 01,23 *. 457698;:;<>=75?&@78;ACB
D(B7E;FHGJICBKSMLNBKOPBKF;B DJD Q R
S.TVUIWNXMY[Z\T]*W_S "badc 5KICedFgfh5 ciji
;;edF;AM5KEKk<>ImIn:;e[<>EnloedACICe a lo<p57Eg5Kgsr;E;<jloe[E
8;0 6hedA5Kq adc 57ItedFk:;B ¢ qsICf;B a

Figurel3: Ogura and YamadaText Extracted by pdftotext

When we runTesseragtan opensource OCR engine, on the file, we get slightly noisy but far
more reasonable textHigurel4).

Steepest Descent Method

Nobuhiko Ogura’ and Isao Yamada”

1 Introduction

A closed polyhedron is the intersection of finite number of closed
half spaces, i.e., the setof points satisfying finite number of
lincar incgualitics, and is widely used as a constraint in various
application, for example specifications or constraints in signal
processing or estimation problems, resource restrictions in
financial applications and feasible sets of

Figurel4: Ogura and YamadaText from Tessera€®CR

In short,missingToUnicode mappingsandmissing or corrupted font files can wreak havoc
on text extraction.

As we showed above, text is storad a rurwith a coordinate on the page as a start point and
then character codesThere is no logical connection between the runs, and there is no
requirement that a single run contain a meaningful unit: word, sentence, paragrahtat text
is rendered in readig order. Thishas several consequences.

11


https://poppler.freedesktop.org/
https://github.com/tesseract-ocr/tesseract

Some PDF writers do not storpaxecharacteran thetextA PDF may encode a ru
and then effectively move the cursor the distance of a white space anddrema run for
“ wo r lhtdis case, the PDFaeer needs to understand character widths for the given font

and determine when to inject a space so that
“hel | oRD& redddrs may make mistakes when calculating when spaces should be
inserted and insertth}m wher e they don’t belong, as in, “H

More broadly,becausehe commands to render the text on the page may be stored in any
order, PDF readsettypically extract all runs from a page and then sort them by locatiothen
page to econstruct the likely reading ordeA sighted human looking at the rendered page will
see no problems and will be able to interpret the reading order effortlegsRDF reader,
however,must do its best to reconstruct thgroverbialcow from the hamburger, and try to
bring together the text runs into a natural reading order and inject new lines and spaces that
may not be encoded in the text runs.

In addition, there may be operators on text runs to rotate them or print them backwavtgh

makes the reading order even more complicated to reconstilicese are some of the

challenges with reconstructing the text from what is stored in the PDF that affect all languages.

There are further challenges for rigta-left languages (Arabifor example) and for languages

that are sometimes written vertically (Japane$er exampl¢. Some resourcef®or some of

these challengesiclude:A| e x ey SuahddAolt 'esintaalHouse, I nc. s pos

Another source of surprise for people extracting text from PDFs is that text can be higlden.
sighted human would not be able to see some t
Text may be hidden in numerous wagmme common ways of hiding text (intentionally or

accidentally) include: text may be written off the page, it may be the same color as the

background, it may be too small to reatimay overlap with other textr it may be covered up

by an image.

Finally, el ectroni c Wkeerpapemdogumants are scamned, bome n di g
scanners wil |l run OCR and store the page as a
text. ThisOCRedextusesP DF’ s “sipnevciisailb |l e t aais placed enriop efthe mo d e
scanned image so that users have the perception of text seledfitme scanner was oldethe

image quality pooror there was a suboptimd@CR engine, the quality of this electronic text

may be éss than ideal.

Extracting Electronic TexDocument Segmentatidhaggingssues

Going back to the quote about converting PDFs to XML, part of the point is that there should be
some logical structure extracted from PDBscause of the way that text adten stored, many

PDFs contain no information about the reading order (as discussed above) nor about the logical
elementssuch as baders, footers, tables, tables of contentsotnotes or endnotes.

Text or numbers in what sighted readers woaftbrtlessly recognize as tables may be
extracted out of order or be concatenated together.

12


https://www.youtube.com/watch?v=sxTpMKCORLA
https://www.pdfa.org/japanese-layout-requirements

“Twol umn” PDFs may have text e x jwithatextfrend
one line in the left column followed by text on the same line intilgdt column.

Extractedtext may include header and footer text injected into the middle of a logical
paragraph that was split over a page brebki-igurel5, we showa footer in
582116main_GRAIL launch _press_kitgmd the text that was extracted from that filEor
applications that expect logical sentences or paragraphs, this kind of woplcem be
extremely problematic.

compl e

Insertion Orblt Penod Reductlon Transition to MU VGLYWTU! | WUUITO 11 QAT WIHIGIT LT Yiavity

Science Formation, Science and Decommissioning. betwgen them balancos .the ceqtnfuggll forcg
experienced at those points while orbiting with

the bodies. This low-energy transfer was chosen

GRAIL Launch 9 Press Kit
to reduce the size of the rocket required to place A series of maneuvers is then performed to reduce
GRAIL on its correct trajectory, allow more time for the orbits to become nearly circular with a 34-mile
spacecraft check-out and increase the number of (65-kilometer) altitude.

days available in the launch period.
The 82-day Science Phase is divided into three

while orbiting with t;e bodies. Tﬁis low-energy tran;fer was
chosen
9 Press Kit

GRAIL Launch

to reduce the size of the rocket required to place GRAIL on
its correct trajectory, allow more time for spacecraft check-
out and increase the number of days available in the launch
period. Arrival at the moon occurs on a fixed date for both

Figurel5: Example of Footer Text

To get a sense of the extent of this problem and the difficulty in fixing mid-2021, Adobe

launched a PDF extraction API that uses Liquid Mode, a maleaimeng based approach, to

automatically segment untagged PDFs. In his article on this lqufdbbe Launches PDF

Extraction Generation APIdpon Fluckingequotes Vibhor Kapogsenior director of marketing

for Adobe Document Cloud:

13


https://nasa.gov/pdf/582116main_GRAIL_launch_press_kit.pdf
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Recognizing and tagging different elements of a PDF for the
purposes of automation has been a vexing technical problem
over the years for both Adobe and third-party vendors of
PDF tools, said Vibhor Kapoor, senior director of marketing
for Adobe Document Cloud.

Figurel6: Kapooron Adobe's Liquid Mode

That Adobe would identify thisas'av e x i ng t echni cal probl em” and
attempt to handle this in mi?021 should cause great pause for any development team setting
out to solve their own “PDF problem."”

There are entire @demic journals and conferences that focus onrionpg the state of the art

in extracting structural information frordocuments generallygndthese communitiesnclude

important work on PDFs, specificalme of the more important venues include: the

International Conference on Document Analysis and Recognition (ICDédRpational Journal

on Document Analysis and Recognition (IJC¥RRAssociation for Computing Machiner

(ACM) ' s Symposi um on Do cThereane also Eobugtiresearehr i ng ( Do
communities for image processing, which can be applied to images in PDFs or page images as
stored in PDEse for example the&Computer Vision Foundatioand thelEEE Conference on

Computer Vision and Pattern Recognition (CVPR)

Further, tiere are numerous projects that have attempted this kind of automated tagging on
specific genres of Hbfiles, with varying degrees of succdss. exampleGROBI[is designed

to extract information from academic papeiReter MurrayRust has championed extracting
not just structure from untagged PDBut also processingcientific figures to extract data from
images imcademic journal articleg-or an overview of his Content Mine, see
PeterMurrayRust.pdand for an example of extracting data from vector images geev.org
1709.02267and for an overview of higepositoriesgithub peterm).

There are alsprojects to extract specific types of tags/structured elements such as tafoles
example,TabulaPDin the Java ecosysteand Camelotin the Python ecosystem.

In short, extracting structural information from untagged, heterogenous PDFs continues to be
to quote Kapoor, aexing problem.

Not All is LosReasons for Hope

Before going over some mitigations and potential reasons for optimism, | acksbwledge
broad swaths of the PDF file form@levant to text extractiorthat this brief account has,
necessarily, not covered
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https://www.icdar.org/
https://www.springer.com/journal/10032
https://www.springer.com/journal/10032
https://doceng.org/
https://doceng.org/
https://www.thecvf.com/
https://cvpr2022.thecvf.com/
https://cvpr2022.thecvf.com/
https://grobid.readthedocs.io/en/latest/
https://www.uksg.org/sites/uksg.org/files/PresentationMurrray-Rust.pdf
https://arxiv.org/abs/1709.02261
https://arxiv.org/abs/1709.02261
https://github.com/petermr/petermr
https://github.com/tabulapdf/tabula-java
https://camelot-py.readthedocs.io/en/master/

We have not gone into detail on the numerodBF varieties with their own standards, such as
PDF/A (Archive) and its variants, PDF/UA (Universal Accessibility), PDF/E (Engineering) and
others.

PDFs may contain al/l types of embedded fil es,
or a PowerPointile, which, in turn, may havis own attachment$, JavaScriptExtensible

Metadata Platform (XMP) metadata, Extensible Forms Architecture (XFA) fative PDF

form data,multimedia files, color profiles, font files, thumbnail imagelkectronic signatures,

and many otherslnformation retrieval systems will likely want to process some of these

resources and not others.

PDFs may include incremental updates, which means that earlier versions of the document may
be trivially reconstructd by truncating the file. &ne use cases for text extraction might
require recovering the earlier versions of the PDF.

This account has not covered malicious or intentional attacks on text extraction such as
Markwoodet af .SPDF Mirage: Content Masking Attack Against InformaBased Online
Services © e n éAttackng Optical Character Recogniti@CR) Systems with
Adversarial Watermark’s

As noted earlier, PDFs may contain images that will yield reasonable text when processed with
OCRImage extraction offers a similar set of challenges as Brefly, extracting images

requires applying transgrencies or any other modifications to the images that are stored in the
PDF such as cropping, rotation, resizdgwith text runs, images may not be stored as logical
images, but a single logical image may be stored as hundreds of smaller imagesérat
rendered, look like a single image to a sighted huntdowever, these picture pieces, unless

they are rendered together as a single image, are usele€®@ or other types ahage
processing.

Despite all of the challenges mentioned above, theresm@etools andmitigations that can
be applied, and there are some reasons for hope.

First, for tools,Johan van der Knijfecentlywrote a nearly encyclopedigoston opensource
tools for PDF processing and analy§#DF Processing and Analysis with Open Source’Tools
There are numerous commercial tools, as well, that will inspect and repair PDFs.

As for mitigations, @ombination of text extraction and OCR is typically requicedandle a
broad range of heterogesous PDFsSome signs that OCR may be indicated include:

1) Fonts with missing Unicode mappings

2) Few extracted electronic characters (maydmemageonly PDF}

3) Junk text

The first two are straigiiorward. Thae is no perfect solution for identifying junk text as in
(Figurel3) . However b “Afsinoukl anlBrogmastiekt sletectdays out some

15


https://www.usenix.org/system/files/conference/usenixsecurity17/sec17-markwood.pdf
https://www.usenix.org/system/files/conference/usenixsecurity17/sec17-markwood.pdf
https://arxiv.org/abs/2002.03095
https://arxiv.org/abs/2002.03095
https://www.bitsgalore.org/2021/09/06/pdf-processing-and-analysis-with-open-source-tools
https://dl.acm.org/doi/abs/10.1145/1600193.1600237

methods for this kind of detectiorin a similar vein, thépache Tik@roject has developed a
module (ika-eva)), that computes the oubf-vocabulary statistic for text that is extracted from

a file. The module runs language identification on the extracted text and then counts how many
of those words ee in the lookup list of the top 20,000 words for that language. The module has
lookup lists for nearly 130 languagdisthe extracted text has a high cof-vocabulary

percentage, OCR may improve the extraciisee also?Methods for Evaluating Text Extraction
Toolkits )

Now, reasons for hop& hePDF Associaticeind stakeholders around the world have

collaborated to developwo standards thatiramaticallyimprove thereliability of the stored

text. The first is the PDF/A standawtiginally released in 200&nd its manyconformance

levelswhich help improve the reliability archivedPDFs (seBDF/Aand PDEAN-a-

Nutshell 1b.pdf. The second is theDF/UAPDF/Universal Aessibility) standard, which offers
methods forencodingreading order and tagging structural content (headers, footers, tables,
etc.)within PDFsFirst and foremost, PDF/UA is intended to improve accessibility and

reusability for humansHowever, the feéures offered by PDF/UA also improve automated

extraction of textWhen tags are added correcilya PDF/UA file, andhen PDF readers
process those tags correctly, al Extracingt he <chal
Electronic Text Document Segmentatidimagginglssues s i mp | y (fodguidaacp gne a r

i mpl ementing PDF/ UA see t he “TRd)d¢d/POBASt Hractocdh ni ¢ a |

Guide: Syntdx ) .

A further reason for optimism is that Appl€oogle,and Microsoft now supportagged
documents in many of their applications (s&&pple Tags PDR&nd“Microsoft Announces
Forthcoming.” )While it still may be vexing to process many PDFs, there is hopashbese
standardscontinue totake off and as the PDF Assomiatand stakeholders continue to
improve these standardand validation toolsPDF processing will become more
straightforward more secure, anchore reliable.
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https://tika.apache.org/
https://cwiki.apache.org/confluence/display/TIKA/TikaEval
https://apps.dtic.mil/sti/citations/ADA626579
https://apps.dtic.mil/sti/citations/ADA626579
https://www.pdfa.org/
https://en.wikipedia.org/wiki/PDF/A
https://www.pdfa.org/wp-content/until2016_uploads/2011/08/PDFA-in-a-Nutshell_1b.pdf
https://www.pdfa.org/wp-content/until2016_uploads/2011/08/PDFA-in-a-Nutshell_1b.pdf
https://en.wikipedia.org/wiki/PDF/UA
https://www.pdfa.org/resource/tagged-pdf-best-practice-guide-syntax
https://www.pdfa.org/resource/tagged-pdf-best-practice-guide-syntax
https://www.pdfa.org/apple-tags-pdf/
https://www.pdfa.org/microsoft-announces-forthcoming-major-product-support-for-pdf-ua/
https://www.pdfa.org/microsoft-announces-forthcoming-major-product-support-for-pdf-ua/
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